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1. OBIIASI XAPAKTEPUCTHUKA PABOUYEM ITPOT'PAMMBI

IMPO®ECCHUOHAJIBHOI'O MOAYJIA

«IIM.03 IIpoeKTHPOBAHKE, PA3PA0OTKA U ONTHUMMN3AMS Be0-TPUI0KECH

KO 1 HAUMEHOBAaHUE MOYJIA

1.1. Heap 1 MecTo NpohecCHOHAIBLHOI0 MOYJISI B CTPYKTYpe 00pa3oBaTe/bHOM
NPOrpaMmblI

[enp Momyiisi: OCBOGHME BHAA AEATEIBHOCTH «lIpoekTupoBanue u paspaboTka BeO-

MIPUWIOKEHUIN.

[IpodeccnonanbHbIii MOIYNIb BKIIOYEH B 00s3aTENbHYI0 4YacTh 0OOpa30BaTeIbHOM

IIPOrpaMMBI.

1.2. Ilnanupyemble pe3y/bTaTbl 0CBOEHUS MPOPecCHOHATBLHOI0 MOTYJIs

Pe3ynbraThl OCBOEGHHS NPO(ECCHOHANBHOTO MOIYJISE COOTHOCSTCA C IJIAHUPYEMBIMHU
pe3ynbTaTaMu OCBOEHHS 00pa30BaTENIbHON IPOrpPaMMBlI,

KOMIeTeHIH BbimyckHuKa (1. 4.3.3 T1OI1-IT).
B pesynbrare ocBoeHUs MPOPECCHOHATBHOTO MOYJISE 00YYarOIIUNACS TOJDKEH:

MNpeaACTaBJICHHBIMU B MAaTpUIIC

Koa OK, YMmeth 3Harthb BiaageTrr HaBbIKAMH

K

OK 01 pacro3HaBaTh 3a/1a4y W/WIA | aKTyaJbHbIH
mpo0iieMy B pohecCHOHATBHBIN U
mpo(hecCHOHaTBHOM W/MIIM | COIMATBHBIN KOHTEKCT, B
COLIMATEHOM KOHTEKCTE, KOTOPOM IIPUXOAUTCS
aHAJM3UPOBATh U BBIAEIATh | paboTaTh U XKUTh
e€ cocTaBHBIE YacTH CTPYKTYypa IJIaHa st
OTIPEJIEIISATh TAlbl PELICHUS | PElICHUs 3a]a4, aJrOPUTMBI
3a]]auu, COCTaBIISATh IJIaH BBITIOJTHEHUS pa0oT B
NeWCTBYS, PEATN30BbIBAT npodecCHOHAIBHON 1
COCTaBIICHHBIN TIJIaH, CMEXHBIX 001aCcTIX
OTIPE/IEIISATh HEOOXOIUMBIE | OCHOBHBIE HCTOUHHUKH
pecypcsl MH(OPMAIIIH U PECYPCHI
BBISIBIISITH U 3PPEKTUBHO JUTSI pEeIIeHUs 3a/1a4 W/ Wil
HCKaTh HHPOPMAITHIO, npobiem B
HEOOXOTUMYIO JUIS npo¢ecCHOHANTEHOM U/1ITH
peleHus 3a1a4u u/uim COLIMAJIbHOM KOHTEKCTE
MpoOIEMBI METO/BI paboThI B
BJIAJIETh aKTyalbHBIMU npodecCHOHATLHON 1
MeTOAaMu paboThI B CMEXHBIX cepax
npodecCuoHaNbHON 1 MOPSIIOK OLICHKH
CMEXHBIX cepax pe3yJIbTaTOB PEIICHUs 3a/1a4d
OLIEHUBATH PE3yJIbTAT U npodeccuoHanbHON
MOCJIC/ICTBUS CBOUX JeSITeIbHOCTH
neiicTBHiA (CaMOCTOSATENBHO
WJIH C TIOMOIIIBIO
HACTaBHHUKA)

OK 02 ONpEeIENATh 3a0a4U JJIs HOMEHKJIaTypa
noucka nH(opMaIuy, WHPOPMAITUOHHBIX
IUTAHUPOBATH TPOLIECC HCTOYHUKOB, IPUMEHSIEMBIX
MONCKa, BEIOUPATh B IpoecCHOHaIBEHON
HEOOXOIUMBIE HCTOYHUKH JeSITeTbHOCTH
nH(bOpMaIuu




BBIAEIATH HanOoJee
3HAYMMOE B TIEPEUHE
nHpOopMaIuy,
CTPYKTYpUPOBATh
MoJy4aeMyro HHPOPMAILIHIO,
0 OpMITATH Pe3yIbTATHI
MONCKa

OLIEHMBAThH MPAKTHUECKYIO
3HAYMMOCTH PE3YJITATOB
TIOMCKa

MPUMEHSTH CPEACTBa
HH(POPMAITHOHHBIX
TEXHOJIOTHH /TSI PEIIeHHs
npodecCHOHANBHBIX 3a1a4
HCTIONB30BaTh COBPEMEHHOE
MporpaMMHOe o0ecTieueHue
B IpOoecCHOHATBEHON
JeSITEIEHOCTH
UCTIONIH30BATh PA3IMIHBIC
r(poOBEIe CPeICTBA IS
peleHus
podecCHOHANBHBIX 3a/1a4

MIPUEMBI CTPYKTYPHUPOBAHUS
nHpopMaIuu

dhopmar ohopmIIeHUS
Pe3yIbTaTOB OUCKA
HHpOpMaIUH
COBpPEMEHHBIE CPENICTBA U
yCTpOMCTBa
WH(POPMAaTH3ALNH, TOPSIOK
WX IPUMEHEHUS 1
MIporpaMMHOE 00ecTICUCHHE
B TIpoecCHOHABEHON
JESITeTIbHOCTH, B TOM YHCIIE
i poBBIC CpeACTBa
MICUXOJIOTHYECKHE OCHOBBI
JEeSTeIbHOCTH KOJUIEKTUBA

OK 05 CPAMOTHO H3J1araTb CBOU MpaBuia NOCTPOCHUSA
MBICITH ¥ 0OPMITSITH YCTHBIX COOOIIEHU
JOKYMEHTBI 110 0COOEHHOCTH COITUATILHOTO
npodeccuoHaNIbHON U KyJIbTYPHOI'O KOHTEKCTa
TeMaTrKe Ha
rOCYJapCTBEHHOM SI3BIKE
MIPOSIBJIATH TOJIEPAHTHOCTD B
pabodeM KOJIEKTHBE

OK 09 MMOHUMATh OOIINH CMBICI IpaBuia MOCTPOEHUs
YEeTKO MPOU3HECEHHBIX MPOCTBIX U CIIOKHBIX
BBICKa3bIBAaHUN Ha NPEIOKEHUH Ha
W3BECTHBIC TEMBI npogecCHOHANBHBIE TEMBI
(mpodeccronambHBIE U OCHOBHEIC
OBITOBBIE), TOHUMATh o0mieynoTpeOuTenbpHbIe
TEKCTHI Ha 0a30BbIE rIaroisl (ObITOBas U
npodecCuoHaNbHBIC TEMBI npodeccuoHaIbHast
y4acTBOBAaTh B AMAJOTax Ha | JIEKCHKA)
3HAaKOMBbIE 001IHe U JIEKCUYECKHI MUHUMYM,
npodeccuoHaNbHbBIC TEMBI OTHOCSIIIUICS K OTIMCAHHIO
CTPOUTH MPOCTHIE MPEIMETOB, CPEJICTB U
BBICKa3bIBaHUA O ceOe 1 0 MPOLIECCOB
cBOei mpoheccHoHaNbHOM npodecCHOHANTEHON
JIeSITENTBHOCTH JeSITeIbHOCTH
KpaTKo 00OOCHOBBIBATH U 0COOEHHOCTH
OOBSICHATH CBOM ACHCTBHSA MPOU3HOIICHUS
(Tekylue ¥ TNIAaHUPYEMBIE) | TMpaBHJIA YTCHUS TEKCTOB
IMUCAThb IMPOCTHIC CBA3HBIC HpO(beCCHOHaHBHOﬁ
COOOIIEHMS HAa 3HAKOMBIE HAINPaBJIEHHOCTH
WM MHTEPECYIOLIHE
npodeccuoHaIbHbIC TEMbI

[K.3.1 MPOBEICHNE AHKETUPOBAHMS | HHCTPYMEHTBI M METOBI cOOp IpeABapUTENBHBIX

Y MHTEPBBIOWPOBAHUS AJIS
BBISIBIICHHS TpeOOBaHUIN
3aKa34yMKa.

BBISIBJICHUS TPeOOBaHUM
3aKa3unrKa K BeO-
MIPHJIOKEHUIO.

JIAHHBIX JUTS BBISIBIICHHS
TpeGoBaHUit K BEO-
PUIOKEHHIO.




oopmiieHHE TEXHUUECKON
JTOKyMEHTallu! B
COOTBETCTBHHU C HOPMaMU U
CTaHJapTaMu.
OCYILECTBIICHNE BBIOOpA
OJTHOTO M3 THUITOBBIX
peleHwuii o pazpadoTke
BEO-TIPUIIOKEHU.

pabora co
CTICIIATN3UPOBAHHBIM
MPOrpaMMHBIM
obecriedeHueM s
IUTAHUPOBAHUS BPEMEHH U
opraHu3zanuu paboThl ¢
KJIMCHTAMH.

TUTIOBBIE PEIICHHUS T10
paspaboTke BeO-
MPUIIOKEHUH.

HOPMBI U CTaHJIAPThI

0o OpMIICHUS TEXHUYECKOH
JIOKYMEHTAIHH.

MPUHIUIIBI TPOSKTUPOBAHUS
U pa3paboTKu
WHPOPMAITMOHHBIX CHCTEM.

oTpeseIcHUE
MepBOHAYATILHBIX
TpeOOBaHMI 3aKa39unKa K
BEO-TPUIOKECHUIO U
BO3MOXKHOCTH UX
peanu3anyu.

MOI00P ONTUMAIEHBIX
BapUAHTOB peaH3aliu
3aj1a4y ¥ COTJIACOBAHME UX C
3aKa34YHKOM.

pa3paboTKa TeXHUYECKOTO
3aaHus Ha BeO-
MIPUIOKEHUE B
COOTBETCTBUH C
TpeOOBaHUIMHY 3aKa34YHKa.

[IK.3.2

pa3pabaTsiBaTh
NPOrpaMMHBIN KOJT
KJIMEHTCKOW U CEPBEPHOM
4acTH BEO-TIPUIIOKEHUH.
HCTIONB30BaTh A3bIK
pa3MeTKH CTpaHUI]
BEO-TIPUIIOKCHUS
0(opMIIATE KOJ IPOrpamMMBl
B COOTBETCTBHU CO
CTaHIapTOM KOJMPOBaHUS
HCTIONB30BaTh OTKPBITHIE
oubmoTexu u PppeiiMmBOpKU
HCIIOJIb30BaTh BHIOPAHHYIO
cpeay MporpaMMHUpPOBaHUS
U CPE/ICTBA CUCTEMBI
yrpaBieHus 6azaMu
JTAHHBIX

OCYILECTBIIATh
B3aUMOJICHCTBHIE
KJIMEHTCKOW U CEPBEPHOM
yacTel BeO MPUIIOKEHUH
pa3pabateIBaTh KOJ
WH(POPMAIMOHHBIX CUCTEM
pa3pabaTbiBaTh
MPOTPaMMHBIN KOJ
KITMEHTCKOW 4acTH BeO-
HPUIOKEHU.

0o(opMIIATE KO IPOrpaMMBl
B COOTBETCTBHHU CO
CTaH/IapPTOM KOJIMPOBAHUSI.
HCTIONB30BaTh 00BEKTHBIE
MoJIeJI BeO MPUIIOKEHUN U
Opayzepa

pa3pabaTheIBaTh AHUMAITHIO
U151 BeO PUIIOXKEHUH IS
MOBBIILICHUS €TO
JIOCTYITHOCTH ¥ BU3yaJIbHOU
MPUBJIEKATEIbHOCTH
HCIIOJIb30BaHNE OCHOBHBIX
MPUHIIMIIOB AU3aiiHa
uHTEpdeiica Mmob30BaTeNs
U YIIPaBJICHUS CTUIISIMH,

SI3BIKH TIPOTPAMMHUPOBAHHS
Y pa3MEeTKH JUTS Pa3padoTKU
KJINEHTCKON U CEpPBEPHON
YaCTH BEO-TIPHIIOKEHUN
MIPUHIUTIBI PAa0OTHI
00BEKTHOM MOJIENTH BEO-
MIPWIOKEHUH 1 Opay3epa
OCHOBBI TEXHOJIOTHU
KJIMEHT-CEepBEp

TEXHOJIOTHH Pa3pabOTKu
CEpBEPHOM 4acTH
0COOCHHOCTH OTOOpaKeHUS
BeO MPUIOKECHUH B
pa3Mepax pabodero
NPOCTPAHCTBA YCTPONCTB
0Cc0OEHHOCTH 0TOOpaKEHUS
anemeHTOB VP B pasinuHbIx
Opay3epax. 0COOEHHOCTH
BBIOpaHHOM CpeIbl
MPOTPaMMHUPOBAHUS 1
CHCTEMBI YIIPaBJICHHS
0a3zaMu JaHHBIX

SI3BIKH TIPOTPAMMHUPOBAHHUS
W pa3METKH ISl pa3paboTKU
KJIIMEHTCKOU U CEPBEPHOM
yacTH BeO MPUIIOKEHUH.
MPUHIMIEL Pa0OTHI
00BEKTHON MOJeIN BeO-
NPUIIOKEHUH U Opaysepa
TEXHOJIOTHH JIJIS
pa3paboTKH aHUMAaLIUU
CHOCOOBI MAHUITYJISIIAN
dJIEMEHTaMH CTPAHUIILI BeO-
MIPUIOKEHUS

BUIbI aHUMALIUH U CIIOCOOBI
ee MPUMEHEHHSI.
3HAKOMCTBO C
CYIIECTBYIOIIUMU HaOOpaMu
CTHJICH, TAKMMH KaK
Bootstrap, Foundation,
Material Ul u npyrue.

BBITIOJTHATH BEPCTKY
CTpaHUI BeO MPHUIIOKEHHH
KOAMPOBATh Ha SA3bIKaX BeO
HpOrpaMMHUPOBAHHS
paspabaTsiBaTh 0a3bl
JAaHHBIX

WCTIOJIb30BaTh CHCIUAIBHBIE
TOTOBBIC TEXHHYECKHUE
pelieHus mpu pazpaboTke
BeO MPUIIOKCHUN
BBITIOJIHATH Pa3padoOTKy
MH()OPMALIMOHHBIX CHCTEM
paspabateiBaTh HHTEpQEIic
MOJIH30BATEIS
pa3pabaTbIBaTh
aHMMaIMOHHbIE d(H(PEKTHI
pa3pabaThiBaTh
UHTEPEHCHI TTOJIB30BATEI,
UCTIONIb3YS CYIIECTBYIOIINE
Ha0OPBI CTUJICH, TAKUE KaK
Bootstrap wiu Foundation,
JUISL CO3/IaHMS
MPUBJIEKATENEHOTO U
COTJIACOBaHHOTO
BU3YAJIILHOTO OpOPMIICHHSI.
NpUMEHEHUE
MpeyCTaHOBIEHHBIX
3IIEMEHTOB yIIPABJICHHUS,
TaKMX KaK KHOIIKH, ()OPMBHI,
MEHIO ! T.]I.,
MPEIOCTABISEMBIX B
BBIOpaHHBIX Habopax
cTuiei.

aJlanTanus ¥ HacTpoiika
CTHJIEH U 3JIEMEHTOB
yIpaBJICHUs C
ucnons3zoBanueMm CSS u
JavaScript




MPEIOCTaBIISEMBIMH
HabopaMH.

WCTIOJIb30BaHKE TOTOBBIX
KOMIIOHEHTOB U CTUJICH IS
3¢ (heKTUBHOM U OBICTPOI
pa3pabotku uHTEepdeiica.
CHOCOOHOCTD aIaNTHPOBATh
W HACTPauBaTh CTHIH U
JJIEMEHTHI YIIPABICHHS IS
JOCTYDKEHHS )KEITaeMOoro
BHU3YaIBHOTO 3 dekTa u
COOTBETCTBHUSI IU3ANHY

MOHUMaHUE OCHOBHBIX
KOHLEIIINH U
BO3MOKHOCTEH
MPEIOCTaBISEMbIX
HabopaMu CTHIICH U
3JIEMEHTOB yNPaBICHHUS.
3nanue CSS u JavaScript
JUISL HACTPOMKHU U
pacilupeHust CTUIeH 1
3JIEMEHTOB yIPaBJICHUS B
BBIOpaHHBIX Habopax

IK.3.3

BBIOMPATHh XOCTHHT B
COOTBETCTBHU C
napameTpamu BeO-
MIPUIOKEHUS

COCTaBIISITh CPABHUTEIIHHYIO
XapaKTePUCTUKY XOCTUHTOB
U BBIAETICHHOTO
BUPTYaJIbLHOT'O CEpBEpa
MMOHMMaHue TpeOOBaHUH U
notrpeGHOCTEN BeO-
MIPIITIOKEHUH sl BBIOOpA
HaunOoJee NoIXOIAIIEro
METO/a U TEXHOJIOTHH
pa3MeLeHHUS.

HaBBIKM HACTPOUKU U
KOH(UTYpalnu cepBepoB
Uil o0ecrieueHust
cTabuibHON paboTHI BEO-
HPUIIOKEHUN

CIIOCOOHOCTH MOHUTOPUTH U
aHAJIM3UPOBATH
MPOU3BOJUTEIBHOCTh BEO-
NPUIIOKEHUHN JIs
ONTUMM3ALUH U YTy UILICHUS
paboThI

MOJIKJIFOYaTh U HACTPAUBATh
CHCTEMbI MOHUTOPHHTA
paboTer Beb-nipuitoskeHuit u
cOopa CTaTHCTHKHU €T0
HCTIOJIb30BaHHS
yCTaHaBIUBATh U
HacTpauBaTh BeO cepBepa,
CYB/I mnst opranm3aiuu
paboThl BeO-NTPHUIIOKEHUH
paborats ¢ cucreMamu
Helpdesk

BBISICHSITH U3 Oecebl ¢
3aKa34MKOM U TOHUMATh
MPUYMHBI BO3HUKIINX
aBapUIHBIX CUTYaLMH C
WHPOPMALMOHHBIM
pecypcom

aHaJM3UPOBATH U PeliaTh
THUTIOBBIE 3aIIPOCHI
3aKa34MKOB. BBIIIOJHSITD

XapaKTePUCTUKHU, TUIIBI U
BUJIBI XOCTHHIOB

METOABI U CIIOCOOBI
nepenayn HHPOpMAaIH

B cetu HTEpHET
YCTPOHCTBO U pabOTy
XOCTHHI-CUCTEM

3HaHUE Pa3JInYHBIX METOJOB
Y TEXHOJIOTUI pa3sMELICHUs
BeO-NPUIIOKCHUH, TAKHX
KaK BUPTyaJu3auus
(VMware, Hyper-V),
koHteiHepuzanus (Docker,
Kubernetes), o6maqnbie
mwiatdopmel (AWS, Azure)
U T.1.

MOHUMAaHUe PUHIIUTIOB
paboTsI BeO-cepBepoB, 0a3
JAHHBIX U APYTHX
HEOOXOIMMBIX
KOMITIOHEHTOB JIJIst
pa3MenieHus Beo-
MPUWIOKEHUM.

3HaHUE METOJOB
0€30MacHOCTH M 3aIIUTHI
JAHHBIX TP Pa3MeIeHUH
BEO-TIPIIIOKCHHUH B CETH.
OCHOBHBIE [10Ka3aTeNn
ucnonb3oBaHus Beo-
MIPUJIOKEHUH U CTIOCOOBI UX
aHanm3a

periaMeHTsl paboT 1Mo
pe3epBHOMY KOTIMPOBAHHIO
Y pa3BepTHIBAHUIO
pe3epBHOI Komuii BeO-
MIPHUIIOKEHUH. CIOCOOBI 1
CpeJIcTBa MOHUTOPUHTA
paloThI BeO-NIPUITOKEHUH
METOABI pa3BePTHIBAHUS
BeO-CITy K0 1 cCepBEpOB
NPUHIMITEI OPTaHU3aNN
paboThI CITy>KOBI
TEXHUUYECKOHN MOJICPHKKHU
o0111e OCHOBBI PEIIEHUS
NPaKTUYECKUX 3a4a4 110

yCTaHaBJIUBaTh U
HacTpauBaTh BeO cepBepHI,
CVYB/ nns opranuzanuu
paboThI BEO-TIPIITOKEHU I
UCTIOJIb30BaTh
WHCTPYMEHTAIbHBIC
CpeACTBa KOHTPOJIA BEpCUid
HCXOJHOIO Koja u 6a3
JAaHHBIX

MPOBOJUTH PaOOTHI 110
Pe3epBHOMY KOIIMPOBAHHIO
BeO-TIPHITOKEHUN
BBITOJTHATH PETUCTPALIUIO H
00paboTKy 3ampocoB
3aKa34mKa B CIyx0e
TEXHUUYECKON MOANECPKKHU
HacTpoWKa 1
WCTIOJIb30BaHHUE CPENICTB
MOHHTOPHHTA COCTOSHUSI
WHPPACTPYKTYPBI, TAKUX
kak Zabbix, Observium,
Hakta Heartbeat u nmpyrux.
CO3/lJaHUE U HACTPOIKa
MOHHUTOPHHTOBBIX
11abJIOHOB JUIA
OTCJIEKHMBAHUS Pa3IMIHBIX
napamMeTpoB U METPUK
UHPPACTPYKTYPHI.
KOH(UTYypalus ¥ HacTpOoiKa
YBEIOMIICHUH 1
OIIOBEILLEHUI I
MOHHUTOPHUHIA COCTOSHUS
UHPPACTPYKTYPHI.

aHaJM3 U MHTEPIIPETALHS
JaHHBIX, COOpPaHHBIX C
MOMOIIBIO CPEJICTB
MOHHUTOPHHTA, JIJISI
BBISIBJICHHS TIPOOIIEM U
YITy4IIeHUS
MPOU3BOJUTEIBEHOCTH
myOJIMKOBaTh BeO-
NpUIOKeHus Ha 0aze
XOCTHHT'A WJIN BBIIEJICHHOTO
BUPTYaJbHOTO CepBepa B
cety MHTEpHET




pErJIaMeHTHBIC MTPOIEAYPhI
10 pe3epPBUPOBAHHUIO
TAHHBIX

YCTaHaBIIUBATh MPUKIIATHOC
porpaMMHoe obecrieueHme
IUTSL pe3ePBUPOBAHUS BEO
MIPUIIOKEHUN

MMOHMMAaHUE TIPUHITUIIOB
paboTBI M APXHUTEKTYPHI
CPEICTB MOHUTOPHHTA
COCTOSTHUS
WH(PACTPYKTYPEI.

yMeHHe HaCTpanBaTh
MOHHUTOPHUHTOBBIC
napameTpbl 1 METPUKHU B
COOTBETCTBHH C
TpeOOBaHUSAMH U
MOTPEOHOCTIMHU
WH(GPACTPYKTYPEIL.
CIIOCOOHOCTH
aHaJM3UPOBATh TAaHHBIC
MOHUTOPUHIA U IPUHHUMATD
JIEeHCTBHS I yCTPaHEHHS
MPO0JIeM U MOBBILICHUS
MMPOU3BOAUTCIIBHOCTH.

CO3JIaHHIO PE3EPBHBIX
KOIHA

3HAKOMCTBO C OCHOBHBIMH
(GYHKIMOHAIBHBIMU
BO3MOXHOCTSAMH H
WHCTPYMEHTaMH CPEZCTB
MOHHUTOPHHTA, TAKUX KaK
Zabbix, Observium, Hakta
Heartbeat u mpyrux.
MMOHNMaHHWE TIPUHITAIIOB
cOopa ¥ aHaJIM3a JaHHBIX
MOHHUTOPHWHTA IS
BBISIBIICHUS TIPOOIIEM H
MPOTHO3UPOBAHUS
MPOU3BOJUTENBHOCTH
WHPPACTPYKTYPHI.

3HAHME METOJOB HACTPOUKHU
Y ONTHMHU3AIIH CPEACTB
MOHHTOPHUHTA JUIS
JIOCTKEHHSI MAaKCUMaTbHON
3¢ (HEKTUBHOCTH U TOYHOCTH
JAHHBIX.

pasmereHue Beo-
MIPUJIOKEHUHN B CETH C
UCTIOJIb30BaHHEM
Pa3UYHBIX METOJOB U
TEXHOJIOTH, TAKUX KaK
BUPTyaH3aIIns,
KOHTeHHepHu3auus,
o0aynble MIaTOPMBI U
T.JI.

HACTpOIKa 1 KOH(HUTYpamus
CEpBEPOB TSI XOCTHHTA
BEO-TIPIITOKCHUH, BKITIOYas
YCTaHOBKY HEOOXOIUMOTO
MPOrPaMMHOTO
o0ecrieyeHus1, HACTPOUKY
CETEBBIX MTAPaMETPOB U
0e30macHOCTH.
YIIPaBJIEHUE U MOHUTOPHUHT
paboThI BEO-TIPIITOKEHUH,
BKITIOYAsl OTCJIC)KUBAHUE
JIOCTYITHOCTH U
IMPOU3BOJUTCIIBHOCTH,
pe3epBHOE KOMMUPOBAHHE
IaHHBIX U OOHOBIIEHUE
IIPOrPaMMHOI0
obecrieyeHusl.

pelieHue mpooieM,
CBS3aHHBIX C pa3MCIICHHUEM
BeO-TIPUIIOKEHUH, TAKHX
KaK HEeToJIaJKH B paboTe
CepBEpOB, COOU B CETH WITH
po0IeMBbI ¢

0€30IMacHOCTEIO.
IIK.3.4 BBIMIOJIHATh OTJIAJIKY U CETEBbIE IIPOTOKOJIBI U HCIOIb30BaTh
TECTUPOBAHUE OCHOBBI web TexHosornit WHCTPYMEHTAJbHBIE

MPOrPaMMHOI0 KoJia (B TOM
YHCIIE C UCIOIb30BAHUEM
WHCTPYMEHTAIBHBIX
CpencTB)

BBIMOJIHATH ONITUMH3ALIUIO U
pedaxkTopuHT
MPOTPaMMHOT0 KOJa
KOAMPOBAaTh Ha CKPUIITOBBIX
SI3BIKAX
MPOTPaMMHUPOBAHHSI.
TECTHPOBAaTh BEO-
MIPUIIOKEHUS C
WCTIOJIb30BaHHEM TECT-
TUTAaHOB

MPUMEHSTh HHCTPYMEHTBI
MOJTOTOBKU TECTOBBIX
JTAHHBIX

BBIOMpATh U
KOMOWHHUPOBATh TEXHUKU
TECTHPOBaHUsI BeO-
PUIIOKEHUN

COBpPEMEHHBIE METOJUKHU
TECTUPOBAHHUS
9PrOHOMHUKH
MOJIb30BATEIILCKUX
nHTepdericon

OCHOBHBI€ MTPHHITHIIBI
OTJaJIKU ¥ TECTUPOBAHHUS
MPOTPaMMHBIX MPOTYKTOB
METO/IbI OpTaHU3AIHN
paboTHI IpU TTPOBEACHUN
NpOLESYP TECTUPOBAHHUS
BO3MOXHOCTHU
HCTIONIb3yEMOM CUCTEMBI
KOHTPOJISI BEPCUH U
BCIIOMOTaTeJIbHBIX
WHCTPYMEHTAIBHBIX
MPOTPaMMHBIX CPEICTB
JUTst 00pabOTKH UCXOTHOTO
TEKCTa MPOrpaMMHOIo Koza
periaMeHT UCTIOJIb30BaHHUS
CHCTEMBbI KOHTPOJISI BEpCUid

CpeIcTBa KOHTPOJISI BEPCHIA
n 0a3 JaHHBIX, yUeTra
neheKToB

TECTHPOBaTh BEO-
MPUIOKEHUS C TOUKH
3pEeHUS JTOTUUECKOU
[ENIOCTHOCTH
TECTHPOBATh UHTETPALIHIO
BEO-TIPUIIOKEHUS

C BHEUTHUMH CEPBUCAMH U
YYETHBIMH CUCTEMaMHU




paboTaTh ¢ cUCTEeMaMu
KOHTPOJISI BEpCHil B
COOTBETCTBHH C
periiaMeHTOM
HCIIONBb30BAHUS CUCTEMBI
KOHTPOJISI BEpCHil
BBITIOJTHATH ITPOBEPKY BEO-
MIPUIIOKECHUS TI0
TEXHIUYECKOMY 33JaHHIO

MpeIMETHYI0 001aCcTh
MPOEKTAa /ISl COCTABICHUS
TECT-TIJIAHOB

IIK.3.5 OCYIIECTBIISATH ayAHUT HCTOYHUKH YIPO3 obecreunBaTh 6E30MACHYIO
Oe3omacHOCTH BEO MHPOPMAaITMOHHON u Oecniepe0oiiHyt0 padoTy
MPUIOKEHUH 0e30MacHOCTH M MEPHI 110 UX | OCYLIECTBICHUE ayIUTa
MOIUGHUIIIPOBATH BEO- MIPEIOTBPAIICHUIO 0Oe3omacHOCTH BeO-
MPUIOKEHHUE C ETbIO periIaMeHThbl U METOIbI TPUIIOKCHUS B
BHEJIPEHHUS] IPOTPAMMHOTO | pa3paboTku 6e30IacHBIX COOTBETCTBHH C
KOJIa 110 00eCTICYeHHIO BEO-TIPHIIOKEHUN pETIaMEHTOM I10
0e301macHOCTH ero paboTHI 3HAHHUE PA3IAIHBIX 0e301macHOCTH.
CIOCOOHOCTBH MTPOBOJHUTH HHCTPYMEHTOB U METOJIOB UACHTHQHUKALINS
ayauT 0e30macHOCTH BeO- JUISL TIPOBEJICHHUS ayTUTa HOTEHIHATBEHBIX
MPUIOKECHUH, HCTIONB3Y ST Oe3omacHoCTH BeO- YSI3BUMOCTEH M PUCKOB
pa3JInyHbIE HHCTPYMEHTHI U | IIPUIIOKEHUM, TAKHX KaK 0e3omacHOCTH BeO-
METOABI, TAKHUEC KaK CKaHCPbI yi[3BPIMOCTCI>i IMPUIIOKCHHUS.
CKaHUPOBAaHHUE (Nessus, OpenVAS), MPOBEICHHE TECTUPOBAHUSI
YSI3BEMOCTEH, UHCTPYMEHTBI Ha IPOHUKHOBEHUE IS
TECTUPOBAHUE HA TECTUPOBAHUSA Ha MIPOBEPKU YPOBHSI 3aI[UThI
MPOHUKHOBEHUE U aHAIN3 NPOHUKHOBEHHUE BEO-TIPHII0KEHHS.

KOJa. (Metasploit, Burp Suite) u aHAJN3 TTOJTyIeHHBIX
HaBBIKU aHAJTH3a ananu3 koja (SonarQube). pe3yJIbTaTOB ayauTa U
IMMOJIY4YCHHBIX PE3YJIbTATOB IIOHUMAaHHNE OCHOBHBIX TCCTUPOBAHUA HA
ay/nTa ¥ TECTUPOBAHMS HAa | YSI3BUMOCTEH M PUCKOB NPOHUKHOBEHUE IS
MPOHUKHOBEHHE JIJISI 0e3o0macHOCTH BEO- ofpeJieNieH sl CI1adbIX MECT
ONPEIEIICHUS YA3BUMOCTEN | MPUIOKEHUH, TAKUX KaK Y PEKOMEHAALMM 10 UX
U PHCKOB 0€3011aCHOCTH. WUHBEKIINU, MEKCAUTOBBIH YCTPaHEHUIO.
yYMEHHE TPEJOCTABIATh CKPUITHHT, MOAIEIIKA
OTYCThI U PEKOMECHAIIUH T10 3aIlpoCoOB MEXKAY caiTaMu 1
yIy4IIeHUIO 0€30IacHOCTH | T.JI.
BeO-TIPHIIOKEHUI Ha OCHOBE | 3HAHWE METOJ/IOB U
MPOBEIEHHOTO ayIUTA. PEKOMEHIAIHIA TI0

YCTPaHEHUIO YS3BUMOCTEN U

TIOBBIIICHHUIO 0€30MaCHOCTH

BEO-TIPIIIOKEHUH Ha OCHOBE

pe3yJIbTATOB ayAHTa.

[1IK.3.6 Moau(UIIMPOBaTh KOJI BeO- | 0COOEHHOCTH padOTHI MOJIEPHU3UPOBATH BEO-

TIPIJIOKEHUS B
COOTBETCTBHU C
TpeOOBAHUAMU U
periaMeHTaMu MOMCKOBBIX
CHCTEM. pa3MeliaTh
TEKCTOBYIO U Ipad)uIeCKyI0
nH(GOPMAITUIO HAa CTPAHUIAX
BeO IPUIIOKCHHS
penaktupoBate HTML-koz
C MCIIOJIb30BAaHUEM CHCTEM
aJIMHHUACTPHUPOBAHUSL.
IIposepsste HTML-kon Ha

CUCTEM YIpaBICHUS
cailtTamu

MPUHIIUIIBI
(YHKITMOHUPOBAHUS
MMOMCKOBBIX CEPBUCOB U
0COOEHHOCTH ONTHMHU3ALINU
Be6-npunoxxenunii o HUX
(SEO)

METO/IbI OITUMHU3aLU Beb-
MIPUITIOKEHUI

O] COLMAbHBIE Meua
(SMO)

MIPUIIOKEHUS C yUETOM
MPaBHJI M HOPM TTOJITOTOBKH
nHGOPMAIUH TS
MTOMCKOBBIX CUCTEM

aHaJIN3 U ONITUMU3AIUS
KOHTEHTa BEO-TIPIIIOKEHUI
C YYETOM MIPaBUI U HOPM
MOJATrOTOBKY MH(pOpMAaLn
JUTS TIONCKOBBIX CHCTEM.
HCIIOJIb30BaHUE
COBPEMEHHBIX METOJIOB U
WHCTPYMEHTOB ISt
YIy4IIeHUs] BUIUMOCTH




COOTBETCTBHE OTPACIICBEIM
CTaHIapTaM

CIIOCOOHOCTH
aHAJIM3UPOBATH U
ONTUMHU3UPOBATH KOHTCHT
BEO-TIPHIIOKEHHAN C YIETOM
TpeOOBaHUI TOMCKOBBIX
CUCTEM.

HaBBIKH MCIIOIb30BaHUS
WHCTPYMEHTOB JIJISl aHaIn3a
KITFOUEBBIX CJIOB, aHAJIM3a
KOHKYPEHTOB H
MOHMTOPHWHIA MTO3UIIUH B
TOWCKOBOM BBIJAYE.
yYMCHHE pa3padaThiBaTh U
peanuzoBbiBaTh SEO-
CTpaTeTHu JJId MOBBIICHUA
BUIUMOCTH BEO-
MIPIIIO’KEHUH B TIOUCKOBBIX
CUCTEMaX.

3HAHHE OCHOBHBIX MPAaBHJI U
HOPM IIOJITOTOBKU
nH()OpMAITUHN IS
MOUCKOBBIX CHCTEM, TAKHX
KaK HCTIOJNb30BaHHE MeTa-
TEroB, ONTUMH3ALS
3aroJIOBKOB U ONHCAHUMN
CTpaHMII, HCIIOJIb30BaHUE
KJIIOYEBBIX CJIOB U T.JI.
MOHUMAaHUE PUHLIUIIOB
paboThI MOUCKOBBIX CUCTEM
U aJITOPUTMOB
PaHKUPOBAHUS, TAKUX KaK
Google PageRank.

3HAHHE COBPEMEHHBIX
METOAOB ¥ HHCTPYMEHTOB
JUTS aHan3a "
OIITUMU3AIIMHN KOHTCHTA
BeO-TIPHIIOKEHUH, TAKHX
kak Google Analytics,
SEMrush, Moz u T.1.
IIOHUMAaHNE OCHOBHBIX
NPUHIMIIOB Pa3paboTKH U
peanuzanuu SEO-cTpareruit
JJIA MMOBBIMICHW S BUAUMOCTH
BeO-TIPUIIOKEHUH B
MIOMCKOBBIX CHCTEMaX.

BEO-TIPUIIOKEHUH B
MONCKOBBIX CHCTEMaXx.
npumeHenue SEO-
CTpaTeTHil AJIsl TOBBIICHUS
pEeUTHHTa U PUBJICYCHNUS
LEJICBOM ayJUTOPUU.

IK.3.7

MOJIKJII0YaTh U HACTPAUBATh
CHCTEMbl MOHUTOPHHTA
paboTel Beb-nipuitosxkeHuit u
cOopa CTaTHCTHKH €T0
HCTIOJIb30BaHHS

COCTaBIISITh OTYET IO
OCHOBHBIM MOKa3aTeJIsIM
ucnonb3oBaHus Beo-
MPUIOKEHUN

(peiiTHHT, HICTOYHUKH U
TTOBEJICHHUE T10JIb30BaTENEH,
KOHBEpCHS U Jp.)
CHOCOOHOCTH HACTPOUTD
cOop cTaTUCTUKH 0 paboTe
BEO-TIPHUIIOKEHUH,
WCHONB3YS pa3iInyHbIe
WHCTPYMEHTHI U
TEXHOJIOTHH, TAKHE KaK
MOHUTOPHHI CUCTEMBI,
XKYpHaJbl cepBepa,
WHCTPYMEHTHI aHATUTHKH U
T.JI.

HaBBIKW aHaJN3a COOpaHHOU
CTaTUCTHKH IS BBISIBIICHUS
po0IeM M ONITUMU3AITIH
MIPOM3BOJUTEIBHOCTH BEO-
MIPUIIOKEHUH.

YMEHHE MPEIOCTABIISATh
OTYETHI U PEKOMEH/IAINH TI0
yIy4IIeHHI0 paboThl BeO-

OCHOBHBIC MTOKa3aTeNn
WCTIOJIb30BaHHUS
BeO-TIPIIIOKEHUN U
CIOCOOBI X aHAIN3a
3HAHHE PA3TUYHBIX METOIOB
Y MHCTPYMEHTOB /715 cOopa
CTaTHCTUKH O paboTe BeO-
MIPUWIOKEHUH, TAKUX KaK
MOHHUTOPHHT CUCTEM
(Nagios, Zabbix),
aHATUTHYECCKHE
uHcTpyMeHTsl (Google
Analytics, ELK Stack) u
WHCTPYMEHTHI
NpOoQUITUPOBAaHUS KO
(Xdebug, Blackfire).
MOHUMaHUE OCHOBHBIX
METPHK U NIOKa3aTesei
MIPOM3BOJUTENBHOCTH BEO-
NPUIOKEHHUH, TAKHX KaK
BpEMs OTKJIMKA,
MIPOITYCKHAs CTIOCOOHOCTS,
WCIIOJI30BaHHUE PECYPCOB U
T.J.

3HaHKME METOJ/IOB
ONTUMM3ALINY U YITyUILICHHS
MIPOU3BOJAUTENBHOCTH BEO-
MIPUWIOKEHUN HA OCHOBE
aHanu3a coOpaHHOMN
CTaTUCTHKH.

peann30BHIBATh
MEPOTIPHUSITHS TI0
MIPOJIBHKEHUIO BEO-
MPWIOKEHUH B CETH
WNHuTepHeT

cobuparp u
peaBapUTEILHO
aHAIM3UPOBATh
CTaTUCTHYECKYIO
nH(pOpMAaIUIo 0 paboTe BeO-
PUIOKEHUN

cOOp cTaTUYECKOM
CTaTHCTUKH O paboTe BeO-
NPUWIOKEHUH, TAKOU Kak
BpEMs OTKJIMKA, KOTUIECTBO
3aIpoCoB U OIIHNOOK,
UCTIOJIb30BaHHUE PECYPCOB U
T.JI.

aHau3 COOpaHHOM
CTaTUCTHUKH AJIS
oIpeaeIeHus

3G PEKTHBHOCTH pabOThI
BEO-TIPUIIOKEHUS U
BBISIBJICHHSI BO3MOXKHBIX
Mpo0OJIeM MIIN Y3KUX MECT.
NPUMEHEHUE METOOB
WHCTPYMEHTOB JJIsl aHAIN3a
MPON3BOANTEIHHOCTH BEO-
MPUWIOKEHUH, TAKUX KaK
MOHHUTOPHHI CHCTEM,




MPUIOKEHUI HAa OCHOBE
cOOpaHHOM CTaTHCTHUKH.
MTOJIKITIOYAaTh U HACTPanBaTh
CHCTEMbl MOHUTOPHHTA
pabotbl BeG-npunoxenuii u
cOopa CTaTHCTHKH €T0
WCTIONB30BaHUSA

paboTaTh ¢ CUCTEeMaMU
MIPOJIBIDKCHUS BEO
MPUITIOKEHUH.
nyOnrMKoBaTh HH(popMauu
0 BeO MPHIIOKEHUH B
CHETATEHBIX
CIpPaBOYHMKAX U KaTaJorax
OCYILIECTBIISTH OAOOp U
aHaIIN3 KITFOYEBBIX

CJIOB U (pa3 s
COOTBETCTBYIOLIEH
MpeIMETHON 00JIaCTH C
HCTIONIb30BaHUEM
CIICIUaJIN3UPOBAHHBIX
NIPOIPAMMHBIX CPEICTB
COCTaBJISTh TEKCTHI,
BKITIOYAIOLIHE CCHUTKU

Ha MPOJBUTaEMbIA CAMT, IS
pa3MeIeHHs

Ha caiiTaX MapTHEPOB
OCYILIECTBIIATH
OTITUMU3AIUIO TIPUIIOKESHUN
C IIEIBIO TIOBHIIICHUS €T0
pEelTHHIa B CETH UHTEPHET.
yMEHHE pa3padaThiBaTh U
peaNn30BEIBaTh CTPATETHH
MIPOABUIKCHUSA
HNPUIOKEHUH, YUUThIBAS
e OusHeca u
MOTPEOHOCTH LIENeBOH
ayJUTOPHUH.

HAaBBIKU POBEICHUS
MapKETHHTOBBIX
HCCIEA0BAHUM JUIS
ONpEeAEIICHUS LIEEBOU
ayJIMTOPUH H
KOHKYPEHTHOU CpeJbl.
YMEHUE CO3/1aBaTh
KaueCTBEHHBIN KOHTEHT IS
MIPUBIICYCHHS U yJIEPIKAHUSL
MOJIb30BaTEIEH, BKIIFOYAs
OIMMCaHus NPUIIOKECHU,
BHJIe0 0030pEbI, OJI0TH U
comMaJIbHbIC ME€aHra

Ty OJIMKAITIH.

HaBBIKH pa3pabOTKH U
peanu3anuy peKIaMHbIX
KaMIaHui JJI IIOBBIIIICHUA
BUIUMOCTH TPUIIOKEHUS,
BKJII04asi KOHTEKCTHYIO

TIPUHIIUTIBI
(YHKITOHUPOBAHUS
MTOMCKOBBIX CEPBHCOB.
BUJBI U METO/IBI pacyera
WHJIEKCOB LIUTHPYEMOCTH
BeO-tiprmoskeruit (TULL,
BHLI)

CTpaTerHy MPOIBMYKEHHS
BEO-TIPIIIOKCHHUIB CETH
Nurepuer

BUJIBI IOMCKOBBIX 3alIPOCOB
M0JIb30BaTENEH

B MHTEpPHETE

MpOrpaMMHBIE CPEICTBA U
1aTGOPMBI IS

mooopa KITF0UEBhIX
CJIOBOCOYETAHUM,
OTpaKaIOIINX CIEUUPUKY
caiita

WHCTPYMEHTHI cOopa u
aHaJn3a MOMCKOBBIX
3a1pocoB

3HaHUE OCHOBHBIX
MPUHIAIIOB MApPKETUHTA U
MPOABUKEHUS TIPUIIOAKEHUMN.
MIOHUMAaHUE LENEBOM
ayIUTOPUH U KOHKYPEHTHOM
cpensl B chepe
MPUIOKECHUI.

3HaHHUE PANTAIHBIX
WHCTPYMEHTOB U Tatdopm
JUTSL CO3JTAHUS U
ONTUMHU3AIUU KOHTEHTA,
Takux kak WordPress
MOHUMaHUE OCHOBHBIX
METOJIOB PEKJIaMbI H
MPOBIKEHNUS B MHTEPHETE,
BKITIOYasi KOHTEKCTHYTO
pexiIamy, pexiamy B
COIMAJILHBIX CETAX U
MapTHEPCKUE MPOTPAMMBI.
3HaHKME METO/IOB aHAIIN3a
3¢ heKTUBHOCTH
MEPONPHUATHH 11O
MPOJIBUKCHUIO U
ONTHMU3AIUU CTPATETUH Ha
OCHOBE MOJYYEeHHBIX
pE3yIbTaTOB.

aHAIMTHKA JaHHBIX U
PO IIHPOBAHUE KOA.
pean30BbIBATh
MEPOTPHSTHUS IO
MIPOJBUKECHUIO BEO-
MPUJIOKEHUHN B CETH
NurepHeT

coOuparb u
MpeIBapUTEIHHO
aHAIM3UPOBATH
CTaTUCTHYECKYIO
nH(popMaImio o padore BeO-
MPUITIOKEHU N

pa3paboTka u peanu3arus
CTpaTeruy MPOABIKECHUS
MIPHJIOKEHUS B
COOTBETCTBHH C LIEISIMU U
notpeOHOCTSIMU On3HEca.
MPOBEJICHHE
MapKETHHTOBBIX
HCCIIEA0BAHUN JUIS
ONpEAEIICHUS LUEIEBOU
ayIUTOPUH H
KOHKYPEHTHOU Cpeapl.
CO3/1aHKe U ONTUMU3AIIHS
KOHTEHTA ISl IPUBJICUYCHUS
U yIepKaHusI
MOJIb30BaTECH, BKIIIOYAs
OTIMICaHUS TPUIOKECHHUS,
BUJIE0 0030PEI, OJIOTH U
COLIMANIbHBIE MeJha
MyOJIUKAITIH.

pa3paboTka u peanu3arus
PEKJIaMHBIX KaMITaHUH JUIst
MOBBIIICHHUS BUTUMOCTH
MIPHIIOKEHUS, BKITFOUas
KOHTEKCTHYIO peKJIamMy,
peKiIaMy B COITMATIbHBIX
CeTSIX U MapTHEPCKHE
MPOTPaMMBI.

aHanu3 3¢ dexTuBHOCTH
MEPONPHUATHH 11O
MIPOJBMKEHUIO U
ONTHUMU3ALIUS CTPATETUU Ha
OCHOBE TIOJYYECHHBIX
Pe3yIbTATOB.
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peKamMy, pekiaMy B
COIMATBHBIX CETAX H
MapTHEPCKUE POrPaAMMBI.
yYMEHHE aHATU3UPOBATh
3¢ (HEeKTUBHOCTD
MEPOIPHUATHI TI0
MPOABHKCHUIO U
ONITUMHU3HUPOBATH
CTPATETHIO Ha OCHOBE
MOJTYYCHHBIX PE3YJIbTATOB.

2. CTPYKTYPA U COAEPKAHUE ITPOPECCHOHAJIBHOI'O MOAYJIA

2.1. TpynoeMKoOCTb OCBOCHHUSI MOAYJIAA

. B 1.4. B popme
HanmMeHoBaHMe COCTABHBIX YacTeil MOTYJIfA O0beM B yacax
NPAKT. NOATOTOBKHU
YueOHbIe 3aHITUS 160 160
Kypcosast pabota 20 20
CamMocTosTenpHas padoTta 180 180
IIpakTuka, B T.4.: 468 468
y4yeOHast 216 216
MIPOM3BOJICTBCHHAS 252 252
IIpomexxyTouHast arTecTaus - -
Bcero 808 808
2.2. CTpyKTypa npodeccuoHaJILHOr0 MOAYJIst
Kon
OK, IIK = o S
’ g o Tl s =
3} 5 4 = I3
(5] = = 8 o < =~
z £ = | & € 2 | &
E M" ; = o E =
5 2 S0 | 5| 5 > o
HaumeHoBanus pasnenos e 2 S s & g 8, S
Bcero, SHES S o = =
npoheCcCHOHABHOTO qac 2 S o o | g 5 = )
MOy IS ' g g o = = & = S
28] 8 gz 88|z
= 5 = | 8| g = | 2
: > > g = & 2
= O > < o
= @) | O 2.
aa =
1 2 3 4 5 6 7 8 9 10
OK 01 | Pasgen 1. 120 120 120 40 |20 | 60
OK 02 | [IpoexTupoBanue u
OK 05 | pa3paboTka BeO-
OK 09 | mpunoxxeHuit
K 3.1 Paszen 2. OnTuMusaLus 130 130 130 60 70
IIK 3.2 BEO-TIPIITOKEHUN
K 3.3
K 3.4 | Pazgen 3. O6ecneuenue 90 90 90 40 50
[IK 3.5 | 6e3omacHoCTH BEO-
IPUWIOKEHUI

L Camocmosmenvras paboma 6 pamrax o6pazo6amensHoll nPopamMmvl NAAHUPYEmcs 06pA306amenbHoll Op2aHu3ayuet.
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[IK 3.6 | YueOHas mpakTuka 216 216 216
IK 3.7
[IpousBoacTBeHHAS 252 252 252
HpaKTHKA
IIpomexyTounas
aTTecTanus
Bcero: 808 808 340 | 140 [20 ]| 180 | 216 | 252

2.3. Copep:xanue npoeccHoOHAILHOI0 MOIYJIS

HanmeHoBaHue Coaep:xkaHue y4eOHOT0 MaTepuasia, NPaKTHYECKUX U
pa3eIoB U TeM Ja0OPaTOPHBIX 3aHATHS, KyPCOBOH MPOEKT (paboTa)

Pasznea 1. [IpoekTupoBanue u pa3padoTka Bed-NMPHUJI0KEHHU I

MJIK.03.01 IIpoexkTupoBaHue H pa3padoTka Bed-NPHI0KeHHIl

Tema 1.1 Conep:kanue
Pa3zpaGorka BBenenue
ceTeBbIX Ocnossl PHP
NPUJIOKEHHU I DopMbl

Cookie. HTTP-3aronoBku otBera cepepa. Ceccun

PaboTa ¢ daitnoBoii cucreMoi

OcHOBBI Pa0OTHI ¢ 0a3aMH JAHHBIX

CBs13b ¢ 06a3amu gaHHBIX MySQL

OO0BEeKTHO-OpUEHTHPOBAHHOE MTporpaMMupoBanue Ha PHP

PHP u XML

PHP u XML Web-services

Coxkertbl U ceTeBble QYHKUUU

Pabota ¢ rpaduxoi

S3b1k cuenapues JavaScript. O6beKTHO-OpUEHTHPOBAHHOE
IpOrpaMMHUpPOBaHHE

jQuery

AJAX

PHP ¢peiimBopku

CMS

Pasmemenne Web-caiita Ha cepBepe

B Tom unciie npakTHYECKUX 3aHATHH U JIA00OPaTOPHBIX padoT

JlaboparopHas paboTa «Co3naHue cepBEPHBIX CIIEHAPUEB C
HUCIIOJIb30BaHueM TexHoiaoruu PHP»

JlabopaTtopHnast pabora «O06paboTka TaHHBIX Ha hopmey

JlaboparopHas pabota «Opranuzanus (HaiaoBoro BBOa-BbIBOIa»

JlaGopaTtopHnast pabota «Opranu3anus MoAep>KKu 0a3bl JaHHBIX B
PHP»

JlabopaTtopHnast pabota «OTCcae)KHBaHUE CEAHCOB (S€ssion)»

JlaboparopHas pabota «Coznanue npoekTa «Perucrparusin

JlabopaTtopHast pabora «Co3nanue npoekta « THTEpHET Marasuu»»

JlabopaTtopnast pabora «CocraBinenue cxeM XML-10KyMeHTOBY

Jlaboparopnas pabota «OtobOpakenne XML-10KyMEeHTOB
Pa3IMYHBIMH CTIOCOOaAMMY)

JlaGopatopHas pabota «Pa3paborka Web-npuioxeHus ¢ TOMOLIbI0
XML»
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JlaboparopHas pabota «lcnonp3oBaHue s3bIKa cClieHapueB JavaScript
IIPU CO3JIaHNH wWeb-caiiTay

JlaboparopHuas pabota «IIpumenenue Texnonoruu AJAX»

JlaGopaTtopHnast pabora «Vcnonp3oBanue 6ndmoTeku jQuery»

JlaGopatopHas pabota «lcrnonb3oBanue GppeiiMBOpKa I CO3/1aHUS
caiTay

JlabopaTtopHnas pabora «Co3manue caiita Ha CMSy

JlaboparopHas paboTa « AAIMHHHCTPUPOBAHUE CANTa

JlaGopaTtopHnast padota «IlyOnukarus caiita Ha 6ecIIaTHOM
XOCTHUHTE»

Pazngea 2 OnTumMu3anus BedO-npuI0KeHn il

MJK.03.02 OnTumu3anms BeO-mpHI0KEHH i

Tema 2.1
MeToabl
ONTHMH3ALNH
BeO -
NMPUJIOKEHUM

Conep:kanue

Beenenue. [IpoaBuxeHne canTon

BuyTpennss nouckoas ontumuzauus (SEO)

Buemnsist nouckoBas ontumusaiys (SEO)

MNunekcanus canrta

VYBeanueHne IocenaeMoOCTH canTa

KonBepranus Tpaduka

B ToM umciie NpakTHYeCKUX 3aHSITHI M J1a00PAaTOPHBIX PadoT

ITpoBenenue obmiero aynura caira: SEO, 03a0UIUTH, TEKCTHI

HccnenoBanue cioco00OB YCKOPEHMsI 3arpy3KH CaiToOB

[IpoBenenue BHyTpeHHet SEO ontumu3anus canra

Texaudeckas OIlITUMM3alMs, JOIIOJTHUTCIBHBIC HaCTpOﬁKH

YiydiieHue noBeaeH4IecKuX (hakTopoB

Pasnea 3. Obecnieuenne 0e30MaCHOCTH BeO-NIPHIIOKEHUH

MJIK.03.0306ecneuerHue 6€30MacCHOCTH BeO-MPUI0KEHU I

Tema 3.1
TexHO0JOruu
o0ecrnevYeHus
0e3omacHOCTH

BeO0-
NPUJIOKEHU I

Conep:xanue

OcHOBHbBIE IPUHLIUIIBI TOCTPOEHUSI Oe30nacHbIX callToB. [loHsATHE
0€30acHOCTH NPUJIOKEHUH M Kilaccu(UKalus OacHOCTeH

Ucrounnku yrpo3 nHGopmManmoHHOM 0€301MacHOCTH U MEPHI 110 UX
[IPEAOTBPALLIEHHUIO

PernameHThl 1 METOBI pa3pabOTKU O€30MaCHBIX BEO-TIPHIIOKEHUN

bezomacHas ay'TeHTI/I(pI/IKaI_[I/IH W aBTOpU3alusl.

[ToBbllIeHNE PUBUIIETUH M 00111asi OTKA30yCTONUYNBOCTh CUCTEMBI

[TpoBepka KOPPEKTHOCTH JAHHBIX, BBOAMMBIX TIOJIH30BATEIIEM.
[Ty6nukanus nzobpaxenuit u ¢ainos. Meroas! mudposanus. SQL-
AHBEKINNA. XSS-UHBEKITHN

B TOoM 4nc/ie NPaKTHYECKUX 3aHATHH M 1a00paTOPHBIX padoT

Coop nHbOpMAIIHH O Web-TIPUITOKESHHH.

TeCTI/IpOBaHI/IC 3alMUIICHHOCTH MCXaHU3Ma YIIPaBJICHUA JOCTYIIOM U
CCCCHUAMU

TCCTI/IpOBaHI/IC Ha YCTOIZHHBOCTB K aTaKaM O0TKa3a B OGCJ'IY)KI/IBaHI/II/I

ITouck ys3BuMOCTEN K aTakam XSS.

[Mouck ysi3BuMocTel k arakam SQL-injection.

Kypcosoii npoekr (padora) 20 ak.4

YuedHas npakTuka 216 ak.u

Buasb1 pator

1 Co3nmanue cepBEpHBIX CIIEHAPHEB C UCIOJIb30BaHUEM TexHojorun PHP.
2 O6paboTKa 1aHHBIX Ha opme
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3 Opranuzanus nogaepxku 6as3sl JanHbIx B PHP

4 OTcie)KMBaHUE CEaHCOB (Session)

5 Co3nanue npoekra «Peructpanus»

6 Coznanue npoekta « MTHTEpHET Mara3uH»

7 CocraBnenue cxeM XML-nokymenToB. Otobpakenne XML-I0KyMEHTOB pa3iMyHBIMU
crocobamu

8 Pazpaborka Web-nipunoxenus ¢ momomiso XML

9 Mcnonws3oBaHue sA3bIKa clieHapueB JavaScript pu co3gaHuu web-caiita

10 [Ipumenenue texnonorun AJAX

11 Ucnonws3zoBanue Oubnamorexku jQuery

12 Vcnionb3oBanue (HppeiiMBOpKa AJIsi CO3JaHUS caiiTa

13 Cosnmanue caiita Ha CMS

14 ITyGnukarus caiita Ha O€CIIIATHOM XOCTHHIe. A IMUHUACTPUPOBAHKE caiiTa

15 TecTrpoBaHue Ha yCTOMYUBOCTH K arakam ITouck ys3BumocTeii k arakam SQL-injection

IIpousBoacTBeHHAs MpaKTHKaA 252 aK.4

Bunawbi pador

AHanmu3 TpeaMeTHOW 00JacTH WHIWBUAYAIBHOTO 3aJaHHs Pa3IMYHBIMH METOJaMH:
KOHTCHT-aHaJIn3, BEOOMETPUYCCKUN aHAIN3, aHAJIU3 CUTYAIHid, MOJICITUPOBAHHE
Onucanrie OU3HEC-TIPOIECCOB MTPEIMETHOM 00JIACTH HHIMBUYaTLHOTO 3a/IaHUs
COop maHHBIX U1 co3naHus BeO mpuiokeHusPa3zpaboTka W aHaim3 TpeOOBaHHMH K BeO
MIPHUIIOKECHHTO

OmnpeneneHre MPOrpaMMHBIX CPEJICTB pa3padaThIBAEMOT0 BEO MPUIOKCHHUS
PazpaboTka TeXHUYECKOTO 3a/IaHUs IPOCKTUPYEMOTO TIPUITOKESHUS
[TpoekTrpoBanre NHPOPMAITMOHHOW CHCTEMBI ¢ TpuMeHeHneM CMS
BuyTpennss nouckoas ontumuszanus (SEO)

BHreninss nouckosas ontumuzanus (SEO)

WNHnekcanus canra

Kongepramus tpaduka

[TpoBenenue obmiero aynura caiita: SEO, 103a0UIUTH, TEKCTHI

HccnenoBanue criocoO00OB YCKOPEHHs 3arpy3KH CalToB

TexHuueckass ONTHMH3ALNS, TOTIOHUTEIILHBIE HACTPONKHU

VilydiieHne noBeieHYeCKUX (PakTOpoB

PazpaboTka TeCTOBOTO CIIeHapHsI TPOEKTa

CO6op undopmaruu o web-rpHuiIoKeHHH.

TectupoBanue 3aIMIIEHHOCTH MEXaHH3Ma YIPABJICHUS JOCTYIIOM M CECCHSIMU
TecTupoBaHue Ha yCTOMYMBOCTh K aTakaM OTKa3a B OOCITYKHUBaHHUH

[Touck ysa3Bumocrelt k atakam XSS.

I[Touck ysi3BumocTeii k atakam SQL-injection.

ABTOMaTH3MPOBAHHOE TECTHPOBAHNE HHIMBUIYAIFHOTO IIPOCKTA

IIpoMe:xxyTOYHAsI aTTeCTAUSA IK3aMEeH

Bcero 8084

2.4. KypcoBoii npoekT (padora)

BrinonHenne KypcoBoro mpoekrta (paboThl) 0 MOAYJIIO SBISETCS 0053aTENbHbBIM.
[TpumepHas TeMaTHKa KYpCOBBIX MPOEKTOB (padoT)
1. Pazpabotka u co3mganue BeO-caiita
2. PazpaboTka KOMIUIEKCAa HHCTPYMEHTAIBHBIX CPEACTB JJISl CO3JaHUs BEO
cTpaHuLl (POPYMOB U NEKTPOHHBIX TOCOK OOBSBICHUSI.
3. Pa3paboTka 1 onTUMHU3AIMKM ABTOMAaTU3UPOBAHHOM CUCTEMbI 00pabOTKH
uH(pOopMaLUH.
4. Pa3paboTka 1 myOnuKanuy BeO-caiiTa KOMIIAHUH OCYIIECTBIISIONINE
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IPy30IE€PEBO3KH.
5. Pa3paboTka u myOiuKaIus HHTEpHET-Mara3uHa

3. YCJIOBUA PEAJIM3ALIUN TPO®PECCHUOHAJIBHOI'O MOAYJIA

3.1. MaTepuajibHO-TEXHUYECKOE ofecrieyeHue

Kabunersr «O0menpodeccHoHaNbHbIX TUCHUIUIMH U TPO(ECCHOHANBHBIX MOJIYJEH»,
OCHAIIICHHBIE B COOTBETCTBUM ¢ TipriioxkeHueM 3 TTOTI-11.

3oubl o BuaaMm pabot «lIpoexktupoBanus u pazpaborku 0a3 maHHBIX», «Pa3zpaboTku
MpPOrpaMMHBIX  pemeHui»; «OcHOB HWHGOPMAIIMOHHOW OE30MacHOCTH», OCHAIICHHBIC B
cooTBeTcTBUU ¢ npuiioxenueM 3 [TOII-I1.

3.2. YuyeOHo-MeToan4ecKoe odecreyeHue

Jlnst peanuzanu mporpaMmbl  OMOIMOTEUHBbINH (OHJ 00pa3oBaTEIbHON OpraHU3aAIuN
JIOJDKEH MMETh MeYaTHBIC W/UIM JIEKTPOHHBIC 00pa3oBaTeiibHbIC U WH(OPMAIIMOHHBIE PECYPCHI
JUTSL KICTIOJIh30BaHUS B 00pa3oBaTelibHOM Tiporiecce. [Ipu hopmupoBannu 6ubarorednoro Gouga
00pa3oBaTe/IbHOW OpraHU3alMy BRIOMPACTCS HE MEHEE OJTHOTO M3AaHUs U3 TICPEUNCIICHHBIX HIKE
NEYaTHbIX M3AAHUNA U (WJIN) AJIEKTPOHHBIX M3JIaHUN B KA4€CTBE OCHOBHOI'O, IPU 3TOM CIIMCOK
MOXKET 6I>ITB JOITIOJIHEH HOBBIMU U3JAaHUAMMU.

3.2.1. OcHOBHbBIE MeYaTHbIE U/WJIH JIEKTPOHHbIE U3IaHUS

1. JJemun, A. FO. Huadopmartuka. IIporpammuposBanne Ha C# B Visual Studio: yyeOHMK s
cpeanero npodeccuonanbHoro oopasosanus / A. 0. Jlemun, B. A. JlopodeeB. — 2-¢ uzg. —
Mocksa: M3narensctBo Opaiit, 2025. — 138 ¢. — (IIpodeccuonansHoe oopazosanue). — ISBN
978-5-534-20595-4. — Tekct : snekrponHblii / O0pa3oBarenbHas miatdopma KOpaiit [caiiT]. —
URL.: https://urait.ru/bcode/565099 (nara obpamienus: 15.05.2025).

2.Hemmoga, T. 1. KomnbrotepHas rpaduka u web-au3aiin : yuedHoe mocooue / T.M. Hemrosa,
T.B. Kazankosa, A.B. llIlnsakuH ; nox pex. JI.I'. 'arapunoit. — Mocksa : @OPYM : UHOPA-M,
2023. — 400 c. + Jlon. marepuaisl [DnekTpoHHbIH pecypc]. — (Cpennee npodeccrnoHaIbHOE
oOpazoBanmue). - ISBN 978-5-8199-0790-0. - Tekcr : onektponssii. - URL:
https://znanium.com/catalog/product/1905248

3.CosetoB, b. 1. MubopMaIllMOHHBIE TEXHOJOIUH : YYEOHUK JUISL CPEAHETO NPOPECCHOHATBEHOTO
ob6paszosanus / b. 5. Coseros, B. B. Ilexanosckuii. — 8-¢ u3j., nepepad. u jgon. — MockBa :
UsnarensctBo IO0paiit, 2025. — 414 ¢. — (IIpodeccronansHoe oopasosanue). — ISBN 978-5-
534-20053-9. — Tekcrt : snexkrponnslii // O6pasoBarensHas miardopma FOpaiit [caiit]. — URL.:
https://urait.ru/bcode/560670 (mata oOpamenus: 15.05.2025).

4 Yepnakos, M. B. OcHOBBI OpOrpaMMHUPOBAHUS : YUYEOHHK M IPAKTUKYM JUISL CPEIHETO
npodeccronanbHoro oopasosanus / M. B. Uepnakos. — 2-€ u3i., nepepad. u gomn. — MOCKBaA :
UsnarensctBo Opaiit, 2025. — 196 ¢. — (IlpodeccronansHoe oopasosanue). — ISBN 978-5-
534-18760-1. — TekcT : paekTpoHHbIH // O0paszoBarenbpHas maatdopma Opair [cait]. — URL:
https://urait.ru/bcode/561922 (nara oOpamenus: 15.05.2025).

5. Illepbax, A. B. Mudbopmarimonsas  0e30IIacHOCTh  :  VYYEOHUK JUIL  CPEAHErQ
npodeccrnonanbHoro oopasosanust / A. B. Illepbak. — 2-e uza., nepepad. u gorn. — MocCkBa :
UsparensctBo [Opaiit, 2025. — 252 ¢. — (Ilpodeccuonansaoe o0pazosanue). — ISBN 978-5-
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534-20154-3. — Texkcr : snekrponusbiii // O0pasosarensHas mardopma FOpaiir [cait]. — URL:

https://urait.ru/bcode/567521 (nara oOpamenus: 15.05.2025).

4. KOHTPOJIb 1 OHEHKA PE3YJIbTATOB OCBOEHUSA
MNPO®ECCHUOHAJIBHOI'O MOAYJIA

CKOpPOCTh HaXOXKJIEHUS ¥ TOCTOBEPHOCTh
nH(pOpMaIny;

OOHOBJISIEMOCTH U MOMOJHIEMOCTh 3HAHUH,
BIIMSIIOIIMX HA PE3YJIbTAThl yueOHOU U
MIPOM3BOCTBEHHOM JIEATENbHOCTH.

Kon IIK, Kpurepun oueHku pe3yjbrara @DopMbl KOHTPOJISI 1 METOAbI
OK (moka3aTesim 0CBOEHHOCTH KOMIIETEHIIUI) OLICHKU
IIK 3.1. M3Y4eHbI TpeOOBaHM 3aKa34YHKa 110 pPe3yIbTaTaM DKCIepTHAS OIeHKA
AHKET U MHTEPBBIO; N3yUCHBI TUIIOBBIC PEIICHHS, JESTETHHOCTH B XOJI€
BBIOPAHO U COTIIACOBAHO C 3aKA3YMKOM OJIHO BBITOJTHEHHST TPAKTHUECKUX
perieHue; pa3padboTaHo U opOpPMIICHO TEXHHUIECKOe | paboT, MpaKTHIECKOMH
3aJjaHye B COOTBETCTBUH C PEKOMEHAALMSIMU MOJTrOTOBKHU, KYPCOBOT'O
CTaHAAPTOB; pa3Zeibl TEXHHYECKOTO 3aJaHuUs MPOEKTHPOBAHHUS,
W3J10KEHBI TPAMOTHO. WHTEpIpeTaus pe3yIbTaToB
IIK 3.2. pa3paboTka BeO IPUIOKEHHE B COOTBETCTBHH C cobece0BaHMs U HAONIOACHUS,
TEXHUYECKUM 3alaHHEM B cpelie peleHne TPOU3BOICTBEHHBIX
MPOTPaMMHUPOBAHHUS C UCTIOIE30BAaHHEM OTKPBITHIX 3ajad.
OuOIMOTEK; KO OPOPMIIEH C HE3HAYNTEITbHBIMU Texkymunit KOHTPOJIb:
OTKJIOHCHHMSMH OT CTAHJAPTOB KOJMUPOBAHUSI. - 3alIMTa OTYETOB 110
IIK 3.3. TEXHUYECKOE COIPOBOXKICHIE H BOCCTAHOBJICHHE MPAKTUYECKUM padoTaM;
BEO-NPUIIOKECHUN B COOTBETCTBUU ¢ TEXHHYECKUM - OLIEHKA 3a/IaHUH 1151
3aJlaHUEM. CaMOCTOSITENIbHOM padoThI
I[IK 3.4 TECTUPOBaHME BeO — MPUIIOKEHISI B COOTBETCTBUM ¢ | ~ IKCIIEPTHAsS OLICHKA
TECTOM— INIAHOM; Pe3yJIbTaThl TECTUPOBAHUS JEMOHCTPUPYEMBIX YMEHUH,
COXpaHEHBI B CHCTEME KOHTPOJISI BEPCUM; BBINOJIHACMBIX JICUCTBHUI B
BBIITOJIHEHA OTJIaKa PUIIOKEHHUS; PE3YIIbTAThI ponecce NpakTUICCKUX
OTJIaJIKU COXPAHEHBI B CHCTEME KOHTPOJISI BEPCHIA. 3aHATHH, y4eOHOH 1
[IK 3.5. ayauT 0e30IacHOCTH BEO-TIPUIIOKEHNUS B IPOM3BO/ICTBCHHOI MPAKTUKH
COOTBETCTBHH C PErIIAMEHTOM 1O O€30MaCHOCTH. HpomerxyTouHast aTTeCTaHL:
IIK 3.6. MapaMeTpsl pa3MeniaeMoro Bed — MpUIIOKeHNUS; - OKCIIEpTHAsA OLICHKA
BBIOPAH U XOCTUHT JIJISl Pa3MEIICHHS, BBIITOJHCHUA NPAKTHICCKUX
TIPE/IOKEHHOTO BeO — IIPUIIOKEHHS; IPe/IoKeHHoe | 3a1aHuH Ha sk3amene no MJIK;
Be0 — MPUIIOKEHHE OMYOIMKOBAHO, TIPOBEPEHO - OKCIIEpPTHAA OLICHKA OTYETOB 110
KayecTBO (DYHKIIMOHHPOBAHHSI. Y4eOHOMU 1 IIPOM3BOJCTBEHHOI
[K 3.7. OCHOBHBIE TIOKa3aTelli paboThI BEO-IIPHIIOKCHUS; HIPaKTHKC
MOJKJII0UEHa U HACTPOEHA CUCTEMA MOHUTOPUHTa
paboThl BeO-NIPUIIOKEHUS 1 TIOTy4YEHbl KOHKPETHBIE
XapaKTepUCTUKY; CJIeNIaHbl BEIBOJIBI O paboTe BeO-
MPUIOKEHHUS] M BHECEHBI B OTYET.
OK 01 O00CHOBaHHOCTH IJIAHUPOBaHMS y4eOHOU U
podeCCHOHANBHON AEATENBHOCTH;
COOTBETCTBHE PE3yJIbTAaTa BBITIOITHEHHS
npodecCHOHANBHBIX 3aa4 3TAIOHY (CTaHAapTaM,
o0pasuam, alropuTMy, YCJIOBHAM, TPEOOBAHUSIM WIH
OXKHJIAEMOMY PE3yIbTaTy);
CTeTIeHb TOYHOCTH BBITTOJTHEHUS TOCTABICHHBIX
3ajad.
OK 02 MOJTHOTA 0XBaTa MHPOPMAILIMOHHBIX HCTOYHHUKOB,;
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OK 05

JIEMOHCTpAIMsI HABBIKOB TPAMOTHO OOIICHHS U
odopmIIeHHE TOKYMEHTAIINH Ha TOCYJapCTBEHHOM
si3pike Poccutickoit denepannu, npuHUMAas BO
BHUMaHUE 0COOEHHOCTH COIHAILHOTO U
KYJBTYPHOTO KOHTEKCTa

OK 09

JEMOHCTPAIINSl YMCHUH IOHUMATh TEKCTHI Ha
0a30BbIC B MPOYPECCUOHATHLHBIC TEMEI;

- COCTaBIISATh HEOOXOIUMYIO IOKYMEHTAIUIO Ha
TOCYJJAPCTBEHHOM M WHOCTPAHHOM SI3bIKaX




